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In recent years, the U.S. Securities and Exchange Commission has demonstrated an
increased willingness to investigate and enforce violations of the federal securities laws
arising from cybersecurity breaches and information disseminated through a company’s
social media outlets, including by bringing actions directly against individual directors and
officers.

SEC guidance and enforcement actions make clear that the SEC expects companies to take
certain precautions with respect to avoiding and remediating cybersecurity breaches, and Clifford Thau
that the SEC now views information disclosed via social media as a formal disclosure
made by a company, which in turn will be subject to the SEC’s reporting requirements and
regulations.

As a result of several high-profile cyber breaches and matters involving disclosures
through social media, officers and directors are increasingly involved with their
companies’ cybersecurity and social media strategies. Despite this increased awareness,
reports indicate that many officers and directors remain insufficiently protected from Amy Riella
potential enforcement actions — and underprepared for SEC compliance inspections and
examinations relating to cybersecurity and social media.

Corporate Directors, Cybersecurity and Social Media

PricewaterhouseCoopers’ 2018 Annual Corporate Directors Survey revealed that, while
directors are generally aware of risks associated with cybersecurity and social media,
most boards do not have a written process or policy for addressing cybersecurity
breaches, including disclosure of the same.[1]
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Moreover, the PwC survey demonstrated that many directors are not aware that by
disseminating information about their company through social media, they expose the
company to potential violations of the federal securities laws.

Specifically, while 95% of directors PwC surveyed reported that their boards or companies “
had taken steps to prepare for potential cybersecurity incidents (including receiving
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cybersecurity and engaging third-party advisors), many directors do not prioritize the need of employing
an individual with cyber risk expertise within the company.[2]

Additionally, only 47% of directors surveyed reported that their company had created a written policy
for addressing cybersecurity breaches, and only 28% of directors surveyed have participated in
simulated crisis management scenarios. With respect to social media, just 54% of directors surveyed
reported that their board is involved in their company’s monitoring of social media. Presumably, if
directors understood how great their exposure in this area can be, they would be more heavily involved
in such monitoring.

2018 SEC Annual Report of the Division of Enforcement

In 2018, the SEC’s Division of Enforcement pledged to keep pace with technological change.[3] On Feb.
21, 2018, the SEC issued guidance concerning companies’ disclosure obligations under existing law
regarding (1) cybersecurity risk and incidents;[4] (2) cybersecurity policies and procedures; (3) disclosure
controls and procedures; (4) insider trading prohibitions; and (5) Regulation FD and selective disclosure
prohibitions in the cybersecurity context.

SEC chairman Jay Clayton referenced the SEC guidance in a speech on Dec. 6, 2018,[5] during which he
emphasized the importance of sufficient disclosures around cyber risks to ensure that “investors are
sufficiently informed about the material cybersecurity risks and incidents affecting the companies in
which they invest.”

Clayton further stated that it was imperative for public companies to have “disclosure controls and
procedures that enable [them] to make accurate and timely disclosures about material cybersecurity
events, as well as policies that protect against corporate insiders trading in advance of company
disclosures of material cyber incidents.” And he reiterated the fact that the SEC will “continue to
prioritize cybersecurity in [its] examinations of market participants, including broker-dealers, investment
advisers and critical market infrastructure utilities.”

2018 Enforcement Actions Policing Cyber-Related Misconduct

The SEC’s enhanced focus on these areas should come as no surprise. With the formation of the SEC’s
Cyber Unit[6] in September 2017, the enforcement division signaled its intent to formally police cyber-
related misconduct.

In 2018, the SEC brought 20 standalone enforcement actions, and, as of the end of 2018, had more than
225 open cyber-related investigations. Among others, a few noteworthy enforcement actions include:

Altaba

The SEC’s enforcement action against the entity formerly known as Yahoo! Inc., now known as Altaba
Inc.,[7] one of the world’s largest internet media companies, was the first cause of action brought by the
SEC against a public company for failing to properly inform investors about a cyber breach.[8] Without
admitting or denying the SEC’s allegations, Yahoo agreed to resolve the enforcement action, paying $35
million.

The SEC alleged that Yahoo misled investors by failing to disclose what was considered at the time to be
the largest known theft of user data within the first few days that followed the breach. Specifically, the



SEC alleged that in December 2014, Yahoo's information security team learned that Russian hackers had
stolen usernames, email addresses, phone numbers, birthdates, encrypted passwords and security
guestions and answers for hundreds of millions of user accounts.

Although information relating to the breach was reported to members of Yahoo's senior management
and legal department, Yahoo allegedly failed to (1) properly investigate the circumstances of the breach,
and (2) adequately consider whether the breach should be disclosed to investors. The breach was not
disclosed to the public until 2016, when Verizon was in the process of acquiring Yahoo's operating
business.

The SEC further alleged that Yahoo never disclosed the breach, its potential business impact or its
potential legal implications in any of the quarterly and annual reports filed with the SEC during the two-
year period following the breach. Additionally, the SEC alleged that Yahoo did not share information
relating to the breach with its auditors or outside counsel in order to assess the company’s potential
disclosure obligations, and that Yahoo failed to maintain disclosure controls and procedures designed to
ensure that reports from its information security team concerning cyber breaches — or the risk of such
breaches — were properly and timely assessed for potential disclosure.

Voya

The SEC brought cease-and-desist proceedings against Voya Financial Advisors Inc., an lowa-based
broker-dealer and investment adviser, stemming from VFA’s alleged failure to maintain adequate
cybersecurity policies and procedures.[9] In April 2016, VFA experienced a cyber intrusion that
compromised the personal information of thousands of its customers in violation of Regulations S-P and
S-ID.

This was the SEC’s first ever action charging violations of Regulation S-ID, known as the Identity Theft
Red Flags Rule.[10] Without admitting or denying the SEC’s allegations, VFA agreed to resolve the
matter with the SEC for S1 million.

According to the SEC, cyber intruders impersonated VFA contractors over a six-day period by calling
VFA’s support line and requesting that the contractors’ passwords be reset. The intruders used the new
passwords to gain access to the personal information of 5,600 VFA customers. The intruders then used
the customer information to create new online customer profiles and to obtain unauthorized access to
account documents for three customers.

The SEC alleged that VFA's failure to terminate the intruders’ access stemmed from weaknesses in its
cybersecurity procedures, and that VFA failed to apply its procedures to the systems used by its
independent contractors, who comprise the largest part of VFA’s workforce.

2018 Enforcement Actions Related to Social Media Communications

In perhaps the most widely publicized SEC enforcement action of 2018, the SEC charged Elon Musk,
chairman and CEO of Tesla Inc., an American automotive and energy company based in Palo Alto,
California, with securities fraud for tweeting a series of allegedly false and misleading statements about
his plan to take Tesla private.[11]

The SEC alleged that Musk violated Section 10(b) of the Exchange Act, 15 U.S.C. § 78j(b), and Rule 10b-5,
17 C.F.R. § 240.10b-5, because his tweets were false and misleading disclosures subject to the federal



securities laws. The SEC also charged Tesla with failing to maintain disclosure controls and procedures
over Musk’s communications via his Twitter account.[12]

According to the complaint against Tesla, on Nov. 5, 2013, Tesla publicly filed a Form 8-K with the SEC
stating that it intended to use Musk’s Twitter account as a means of announcing material information to
the public about Tesla and its products and services, and has encouraged investors to review the
information about Tesla published by Musk via his Twitter account. The complaint further alleged that
Musk has used his Twitter account since then to distribute material information about Tesla, including
company financial projections and key non-financial metrics.

According to the complaint, Tesla violated Rule 13a-15, 17 C.F.R. § 240.13a-15 of the Exchange Act, 15
U.S.C. § 783, et seq., because Tesla had not implemented disclosure controls or procedures to assess
whether the information Musk disseminated via his Twitter account should be disclosed in reports Tesla
files pursuant to the Exchange Act, or to ensure that the information Musk published via his Twitter
account was accurate or complete.

As part of the final judgment entered on Oct. 16, 2018, Musk and Tesla each agreed to resolve the
matter with the SEC for $20 million in penalties.[13] While the terms of the settlements did not require
Musk or Tesla to admit or deny guilt, the settlements did require that Musk step down as Tesla’s
chairman, to be replaced by an independent chairman.

As a result, Musk will be ineligible to be reelected chairman for three years. The settlements also
required Tesla to appoint two new independent directors to its board, establish a new committee of
independent directors and put in place additional controls and procedures to oversee Musk’s
communications.

On Feb. 25, 2019, the controversy between Musk and the SEC entered a new phase, when the SEC filed
a motion in the United States District Court for the Southern District of New York[14] seeking an order to
show cause as to why Musk should not be held in contempt for violating the final judgment[15] when he
allegedly tweeted, on Feb. 19, 2019, that “Tesla made 0 cars in 2011, but will make around 500k in
2019.”

According to the SEC, a few hours later, after consulting with Tesla’s “designated securities counsel,”
Musk tweeted a correction: “Meant to say annualized production rate at end of 2019 probably around
500k, ie 10k cars/week. Deliveries for year still estimated to be about 400k.”

The SEC alleged that Musk'’s first tweet violated the final judgment, which required that Musk seek
preapproval of any written communications, including social media posts, that “contain, or reasonably
could contain, information material to [Tesla] or its shareholders.”

In response, Musk argued that he not only complied with the final judgment, but he also complied with
Tesla’s internal “Senior Executives Communication Policy”.[16] Musk argued that, pursuant to the policy,
he is entitled to use his discretion when making the determination as to whether information is
material, and in this case he used his discretion and made the determination that the information was
immaterial.

On April 26, 2019, the SEC and Musk reached an agreement to resolve the SEC’s contempt motion, and
successfully sought to amend the final judgment to require Musk to “obtain pre-approval of an
experienced securities lawyer employed by [Tesla] ... of any written communication that contains



information” regarding various topics related to Tesla’s business.[17]

The SEC and Musk agree that “[t]his enhanced clarity will reduce the likelihood of future disputes
regarding compliance with this provision of the Final Judgment.” The amendment underscores the SEC’s
enhanced focus on disclosures made through social media by officers and other key personnel of public
companies.

Regulatory Agencies’ 2019 Focus on Cybersecurity

Like the SEC’s Division of Enforcement, the SEC’s Office of Compliance Inspections and Examinations, or
OCIE, and the Financial Industry Regulatory Authority, or FINRA, have recently indicated that a focus for
2019 will be misconduct relating to cybersecurity and social media.

Having insufficient cybersecurity strategies and plans to monitor a company’s social media presence
could leave officers and directors unprepared for examinations and inspections performed by the OCIE,
and for any regulatory action brought by FINRA.

OCIE 2019 Priorities

In accordance with the Government Performance and Results Modernization Act of 2010, which
requires federal agencies to outline their missions, planned initiatives and strategic goals for a four-year
period, on Oct. 11, 2018, the SEC published its new strategic plan.[18]

The strategic plan reiterated the importance of examinations. Indeed, it described using examination
resources, such as the OCIE, as a “core principle” in its mission to protect investors, maintain fair,
orderly and efficient markets, and facilitate capital formation.

Relatedly, the OCIE recently announced that cybersecurity was among its 2019 examination
priorities.[19] Because the OCIE has determined that cybersecurity protection is critical to the operation
of the financial markets, and that a successful cyberattack may have consequences that extend far
beyond the specific company to other market participants and retail investors, the OCIE plans to
prioritize cybersecurity in each of its five program areas — Investment Adviser/Investment Company,
Broker-Dealer and Exchanges, Clearance and Settlement, FINRA and Securities Industry Oversight, and
the Technology Controls Program.

The OCIE is working with companies to identify and manage cybersecurity risks, and to encourage
market participants to actively and effectively engage in this effort. The OCIE has indicated that
examinations will focus on “proper configuration of network storage devices, information security
governance generally, and policies and procedures related to retail trading information security.”

The SEC reiterated its focus on cybersecurity during the highly publicized and well-attended Practising
Law Institute’s SEC Speaks conference held on April 8, 2019.[20] During this conference, Pete Driscoll,
director of the OCIE, reaffirmed that the OCIE is “still pushing forward on [its] priorities,” including
cybersecurity. Likewise, SEC chairman Clayton stated during the conference that cybersecurity is an area
presenting heightened risks, and thus will continue to be an area of focus in 2019.[21]

FINRA’s 2018 Report on Cybersecurity Practices

In December 2018, FINRA issued its Report on Selected Cybersecurity Practices — 2018, which



“present[ed] FINRA's observations regarding effective practices that firms have implemented to address
selected cybersecurity risks.”[22]

The report covered five topics that FINRA identified through its examination program as primary
challenges: (1) branch office cybersecurity controls; (2) phishing attacks; (3) insider threats; (4) the
elements of a strong penetration testing program; and (5) controls over mobile devices.

A common theme throughout the report is that the success of a company’s cybersecurity program
depends largely on developing a corporate culture that focuses on cybersecurity awareness and
providing regular cybersecurity training. Moreover, the report concluded that penetration testing (often
referred to as a “pen test”) is critical to the success of many companies’ cybersecurity programs.

A pen test simulates an attack on a company’s computer network to determine the vulnerabilities in the
network and to evaluate the effectiveness of the company’s protective measures. The process requires
an active analysis of a company’s network, applications or other targets for any weaknesses.

Conclusion

The SEC’s 2018 enforcement actions and the 2019 priorities of the enforcement division, the OCIE and
FINRA collectively demonstrate that regulators are heavily focused on cybersecurity and the use of
social media. In contrast, PwC’s 2018 Directors Survey indicates that while many directors and officers
are generally aware of the risks related to cybersecurity and social media disclosures, their companies
have not adopted written plans for addressing, remediating or disclosing cybersecurity breaches, nor
have they adopted policies for reviewing and vetting social media content.

By designating a cybersecurity expert on their boards, creating written escalation policies in the event of
a cyber breach and participating in simulated crisis management scenarios, directors will be better
prepared to prevent and address issues relating to cybersecurity.

Additionally, as regulators are treating information disseminated through social media as formal
disclosures issued by a company, it would benefit companies, as well as their officers and directors, to
ensure that their employees and representatives are educated in this area, understand the risks
associated with the information they share and monitor closely the substance of the material publicized.
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