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NAVIGANT HELPS MANAGE RISK, COMPLIANCE AND 

SECURITY PROFILES

• Regulatory Support

• Risk Management, Compliance, & 

Security

• Litigation Support

• Due Diligence and M&A Support

• Structured Data Review and Analysis 

• Energy Cloud Security 

• Information Security 

• Physical Security 

• Insider Threat Prevention

• Information Incident Response  

• CIP Sustainment 

• Strategy, Planning and  

Implementation

• Innovation and R&D Management

• Technology Advisory

• Technology/Appliance Standards, 

Codes and Testing

• Data Management, Analytics and  

Machine Learning 

• Application Development 

• Program Impact Evaluation

• Program Design and  Implementation

• Process Evaluation

• Change Management 

• 3rd Party Vendor Assessments

• Data Governance

• Document Management 

• Vulnerability Audits

• Training  

• Corporate Infrastructure Reviews

• Policy and  Procedure Assessments  

• Dark/Deep Web and Peer-to-Peer 

Surveillance 

• Network Behavior Mapping 

• Insider Threat Monitoring & Detection 

• Endpoint Security 

• Table Tops

• Red Team Simulations

• Computer Forensics

• Data Breach Analytics 

• Data Exfiltration Analysis 

• Patching 

• Adversary Simulations and 

Evaluations  

Market 

Intelligence

• Research

• Benchmarking
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THE RISK CONTINUUM: CYBER INTELLIGENCE 360 

� Data 

� Documents

� Policies & Procedures 

� Client Personnel

� Deep/Dark Web

� Open Source Intelligence

� Deliverables

� Report

� Gap Analysis

� Scorecards

� Heat Map

� Industry Threat Profile 

� Action – the Value Add

� A path forward for 

improvement

� Measures to maintain, surveil 

and protect key areas

Data Data 

DeliverablesDeliverables

Action Action 

CI360
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INTELLIGENCE-BASED INCIDENT RESPONSE PROGRAM

� Prepare for Risk Readiness

� Continuous network and perimeter monitoring

� Scope the incidents

� Triage

� Identify

� Dive 

� Contain the risk

� Learn how the network was breached

� Feedback Into threat intelligence

� Block and segregate network locations as 

needed

� Eradicate the issue

� Patch entry points

� Optimize enterprise password mgmt

� Remove malware/IOCs

� Recover systems as necessary

� Restore systems from backups

� Enlist counsel as needed

� Debrief key stakeholders

� Update IR plans

ScopeScope
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CONTACT INFORMATION 

navigant.com

Bob Anderson 

Managing Director

bob.anderson@navigant.com

Peter Gronvall 

Managing Director

peter.gronvall@navigant.com

Chris Salsberry

Director

chris.salsberry@navigant.com

Federico Campbell

Director

federico.campbell@navigant.com

Patrick Murphy 

Director

patrick.murphy@navigant.com

James Bickley

Director

james.bickley@navigant.com


